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Stﬂthké analea = analyza chyb/nekonzistenci kodu bez jeho spusténi

pFistup ke statickym parametrim nazvy promeénnych pouziti lambd misto vloZenych tfid nepouzivat tfidy ze sun.* baliku
) 4 y
String literal by mél byt vlevo pfi volani equals S‘t a n d a rd y NS 4 | Sta ra |y kOd
abstrakinf tidalby malal zacnait Abstract* deprecated metoda by méla mit Javadoc s vysvétlenim nepouzivat deprecated metody

statické proménné jsou vzdy upper case

podminka je vzdy true/false
nepouzité promenne

nepouzivat octalovy zapis Cisel

hlavi¢ky soubort taby vs mezery

Sl public metody maji Javadoc
zbyteény cast i

m rtvy kéd Junit assertion pouzivat jen pro testy fo rm étOV é n I’

zakomentované kusy koédu tfida s nazvem *“Exception nedédi od Exception
nedostupné bloky kédu : razdny fadek na konci souboru
proménna je vzdy null bad p ra Ctl CeS > !

zapomenuté importy Res oeRmporty deklarace throws RuntimeException

volani finalize

slbsbrziinl I sl T e Celil Sl iRl o Stej N é SOou bo ry duplikované parametry ve volani metod pOéet ZNna ku na i‘éd e k velka komplexita jedné metody
memory leak

n " v =
toString() muze vrétit null nepouzivat Thread.sleep v testech d u I I C It C I te I n O St : ice tadke
h b . - i cyklomaticka sloZitost UEEE [ e el
C y y skoro stejné metody

neuzavrena spojent metoda neloguje exception I A o
c okumentace pro Class
nepouzivat enum jako kompozitni kli¢ S

jméno class by nemélo byt stejné jako jméno vnitfnich proménnych

Copy&paste bloky pocCet parametrd metody nebo konstruktoru

finally blok nesmi vyhazovat vyjimku
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SonarQube

sonarqQube Projects™ Issues Rules Quality Profiles Quality Gates Administration Q_ Search for projects, sub-projects and files...
m Al Perspective: Overall Status v Sort by: | Name - | ]z Search by project name or key 20 projects
Filters
7y &erveny projekt
Quality Gate Last analysis: May 18, 2018, 6:37 PM
: 50 (A 351 @) O 0.0% @® 10.8% 2.3k ©
11 & Bugs © Vulnerabilities & Code Smells Coverage Duplications Java, XML
0
Reliability (& Bugs) v zeleny projekt
4

Last analysis: January 25, 2018, 3:53 PM

and worse 15 12 G 3 284 0 O 0.0% O 0.2% 7.8k e

and worse 14

& Bugs © Vulnerabilities & Code Smells Coverage Duplications Java, XML
and worse 13
13
Security (@ Vulnerabilities ) 1< oranZovy projekt
3 Last analysis: May 24, 2018, 9:30 AM
and worse 16 00 00 281 Q) O 33.8% O 03% 11k @
and worse 3 & Bugs @ Vulnerabilities & Code Smells Coverage Duplications Java

and worse 3



SonarQube

sonarqQube Projects NISsues™ Rules Quality Profiles Quality Gates Administration

Q Search for projects, sub-projects and files...

to selectissues | « | —  to navigate b 1/ 19,668 issues

Filters sonar / src/main/java/cz/seznam/usfg/sonar/SonarExample.java
0 2 more comment lines need to be written to reach the minimum threshold of 3.0% comment density. - 4monthsagov % T~
Display Mode &S CodeSmellv @ Major + O Open ~ ! Barbora Cervenkova v 4min effot Comment % convention ¥
‘ Issues Effort
O Replace this use of System.out or System.err by a logger. *** 4monthsago~ L12 S T~
v Type @ Code Smellv @ Major v O Open v [B8 Barbora Cervenkova v 10min effort Comment % bad-practice, cert ¥
& Bug 479 -
Remove this unused "notUsedVariable" local variable. - 4monthsagov L13 % T~
@ Vulnerability 306 O ) )
&S CodeSmellv & Minor + O Open ~ ! Barbora Cervenkova v 5min effort Comment @ unused ¥
& Code Smell 19k
0 Refactor this method to reduce its Cognitive Complexity from 27 to the 15 allowed. *** 4 months ago v L17 % T~
v Severity & Code Smell v @ Critical v O Open v ! Barbora Cervenkova v 17min effort Comment % brain-overload ¥
© Blocker 290 & Minor 9.7k
© Critical 1.1k © Info 1.3k Remove this expression which always evaluates to "true" - 4 months ago v L23 % T~

@ Major 7.3k

> Resolution
> Status

> Creation Date

O

& Code Smellv @ Major + O Open ~ ' Barbora Cervenkova v+ 10min effort Comment

Remove this expression which always evaluates to "true" -
& Code Smellv @ Major + O Open ~ ! Barbora Cervenkova v 10min effort Comment

charon / charon-main / src/main/java/cz/seznam/charon/Charon.java

W cert, cwe, misra, redundant ¥

4 months ago ¥ L23 S T~

W cert, cwe, misra, redundant ¥

> Rule Define a constant instead of duplicating this literal "charon" 3 times. - last year v L59 % T~
& Code Smell v @ Critical v (O Open v Not assigned v 8min effot Comment ¥ design ¥
> Tag
) Remove this unused method parameter "config". - last year v L82 % T~
> Project

> Assignee

& Code Smellv @ Major + (O Open ¥ Not assigned v 5min effort Comment

W cert, misra, unused ¥




SonarQube

sonarqube Projects Issues [FRules™ Quality Profiles Quality Gates Administration

Q Search for projects, sub-projects and files...

Search

Language
Java
C#
Python

JavaScript
PHP
Flex
TypeScript
XML
JSP

Search

Type

& Bug

@ Vulnerability
& Code Smell
(] Tag
(] Repository

() Default Severity

1,290
307
240
189
127

79
79
13
12

740
192
1,404

[ Bulk Change H Clear All Filters 1 | | to select rules « || — | to navigate C) 1/2,336 rules

"$this" should not be used in a static context

PHP & Bug

"&&" and "||" should be used

".equals()" should not be used to test the values of "Atomic" classes
"<>" should not be used to test inequality

"<?php" and "<?=" tags should be used

"=+" should not be used instead of "+="

"=+" should not be used instead of "+="

"=+" should not be used instead of "+="

=="and "!=" should not be used when "equals" is overridden

=="should not be used when "Equals" is overridden

"===" and "!==" should be used instead of "==" and "!="
"==="and "!==" should be used instead of "==" and "!="
"==="and "!==" should be used instead of "==" and "!="

"@Deprecated" code should not be used

PHP & Code Smell W suspicious

Java &K Bug W multi-threading

Python @& Code Smell ) obsolete

PHP @& Code Smell % convention, psri
cs# #® Bug

Java & Bug

JavaScript ¥ Bug

Java & Code Smell W cert, cwe, suspicious
C# @& CodeSmell W cert, cwe, suspicious
JavaScript @& Code Smell % suspicious
TypeScript & Code Smell W suspicious
Flex @& Code Smell % suspicious

Java & Code Smell @ cert, cwe, obsolete




Features

- analyza issues, pravidla

17 @ 3

& Bug

© Vulnerability

& Bugs 6 Vulnerabilities & Code Smells v Severity

© Blocker
@ Critical
@ Major

sonar / src/main/java/cz/seznam/usfg/sonar/SonarExample.java

3 426 Q & Code Smell

290 @ Minor
1.1k O Info
7.3k

O

2 more comment lines need to be written to reach the minimum threshold of 3.0% comment density. -
® Code Smell¥ @ Major ¥+ O Open ~ . Barbora Cervenkova ¥ 4min effort Comment

4monthsagov S T+

% convention ¥

Replace this use of System.out or System.err by a logger. -
& Code Smell ¥ @ Major ¥+ O Open ¥ . Barbora Cervenkova ¥ 10min effort Comment

Remove this unused "notUsedVariable" local variable. -
& Code Smell ¥ @ Minor ¥ O Open v [B8 Barbora Cervenkova v 5min effort Comment

4monthsagov L12 % T~

% bad-practice, cert ¥

4monthsagov L13 % T~

¥ unused ¥

"deleteOnExit" should not be used squid:CallToFileDeleteOnExitMethod % T v

& Code Smell @ Major W performance v  Available Since January 8, 2018  SonarAnalyzer (Java)
Constant/issue: 30min

Use of File.deleteOnExit() is not recommended for the following reasons:

« The deletion occurs only in the case of a normal JVM shutdown but not when the JVM crashes or is killed.

« For each file handler, the memory associated with the handler is released only at the end of the process.

Noncompliant Code Example

File file = new File("file.txt");
file.deleteOnExit(); // Noncompliant

479
306
19k

9.7k
1.3k



Coverage

Features O 33 8% g

- analyza issues, pravidla

; Coverage Unit Tests

- zobrazeni code coverage
122 jind.. if (downloadResponse.hasHttpResponse()) {
123  jind.. log.debug(*"Robots.txt downloaded, [{}]", robotsTxtTask.getRequest().getNormalizedRequest().getUrl());
124  jind. try {
125 l byte[] gunzip = CompressionUtils.gunzip(downloadResponse.getHttpResponse().getContent().toByteArray())
126 \ if ((downloadResponse.getHttpResponse().getStatusCodeValue() / 100) != 5) {
127 // do not cache 500
128 I cacheClient.put(robotsTxtTask, downloadResponse);
129 }
130 return new String(gunzip, Charsets.UTF_8);
131 } catch (IOException e) {
132 log.error("Error when unzipping robots.txt content", e);
133 return ROBOTS_TXT_EMPTY_CONTENT;
134 }
135 }
136 I return null;
137 }

Lines should have sufficient coverage by tests common-java:insufficientLineCoverage % ¥ v

&S Code Smell @ Major W bad-practice~  Avallable Since January 8, 2018  Common Java (Java)
Linear: 2min number of lines under the coverage threshold

An issue is created on a file as soon as the line coverage on this file is less than the required threshold. It gives the number of lines
to be covered in order to reach the required threshold.

Extend Description



Features

- analyza issues, pravidla
- zobrazeni code coverage
- quality profile/quality gate per projekt

Java, 5 profile(s)

Sonar way | Built-in

babu

robot

robot-canoservice

robot-dolores

Conditions

Rules

Total
& Bugs

@ Vulnerabilities

& Code Smells

Only project measures are checked against thresholds. Sub-projects, directories and files are ignored. More

Metric

Duplicated Blocks

Duplicated Files

Duplicated Lines (%)

Skipped Unit Tests

Over Leak Period Operator

0O 0O O O

Projects Rules Updated
0 295 Never
0 314 25 days ago
| Default | 337  25daysago
1 338 last month
1 335 28 days ago
Active Inactive
314 976
94 459
19 129
201 388
Warning Error
is greater than v 50
is greater than v 1
is greater than v 10
is greater than v 1

Used

2 months ago

4 months ago

4 hours ago

3 hours ago

yesterday

Delete
Delete

Delete

Delete

L L



Features

- analyza issues, pravidla

- zobrazeni code coverage

- quality profile/quality gate per projekt
- podpora pro 20+ jazyku

PHP C+

o XMLCHE:

PFP Vb . t

Javascript ypescrip
e G AV
Cit CObOl PHP VbV

' Objective Javascript ,
Net Python ObJeCtlve Abap @  Java Pt» Ty p script FleXp

XM S\/Vlft Sql Ot JJutl ¢
Cobol PHP g C++
Flex
vb Sql- J daVd SCI p ‘=Net-
XML Cobo Swuft Jeyvg) e Net XML Epk eb Sql Ab PHP
IA'ﬂpl I

9>Typescr|pt Vb J R pg y on NetNet

We(t.). SWlft Web Flex COlex%q\/LVIf Python T Fleﬁ\)zt

Flex

Parent pom for projects specific to fulltext-

robot team.
e 2.3k Java I 2k
Lines of Code XML B 381



Features

- analyza issues, pravidla

Atlassian

© Bitbucket

/4 |“‘ \
4"' AN }/\
<APACHE ANT>

Gradle V b

GitLab
Travis ClI

- zobrazeni code coverage
- quality profile/quality gate per projekt
- podpora pro 20+ jazykU

- rozsahla podpora DevOps

- pluginy na integraci do nastroju pro
code review (Gitlab, Bitbucket, ...)

)

Maven

7S

img src: https://gitlab.com/, https://jenkins.io/, https://maven.apache.org/, https://maven.apache.org/, https://gradle.org/ , https://bitbucket.org/, https://travis-ci.org/, https://www.jetbrains.com/teamcity/ S
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https://bitbucket.org/
https://travis-ci.org/

Features

N\
- analyza issues, pravidla s O n a rS O u rC a

- zobrazeni code coverage

- quality profile/quality gate per projekt

SQALE Rat: ng Technical Debt Ratio Size: Lines of code  Color: SQALE Rating

- podpora pro 20+ jazyku 4.9% : ..III
Technical Debt  Lines Of Code C|ang TYPOS3... [ Closu Ope... | Apac.. | Ap.

- rozsahla podpora DevOps 8o44d  12677K

- pluginy na integraci do nastroju pro code o o

i i I vebt ssues Blocker 20,515 y

review (Gitlab, Bitbucket, ...) B944d 1768434 ooms o

@ Major 805,906

& Minor 788,331 Microsoft Rostyn .NET .

Elasticsearch: Pa...

@ Info 86,309

daléi (+ placené): Only the first 100 components are displ:

Global Security Issue Tags

-V ice d as h boa rd G/re po rt| ng error-handling 52265  multi-threading 5445  denial-of-service 2 920

sans-top25-risky 1046 sans-top25 742 owasp-aé 700

a

ALL PROJECTS

December 1, 2012 ® Lines of code: 9.451,309 ® Duplicated lines: 1,561,034
owasp-top10 229 owasp-a2 108 sans-top25-porous 89 ® Unit tests: 459,221

- enterprise edition

- podpora ForGEs ‘M

- SonarCloud - sonar as a service AR

img src: https://www.sonarsource.com/, http://blog.nethouse.se/2015/12/10/fight-technical-debt-with-sonarqube/ 5



https://www.sonarsource.com/
http://blog.nethouse.se/2015/12/10/fight-technical-debt-with-sonarqube/

Jak to pouzivame v Robotovi

Pipeline Jobs Failed Jobs Pl Robot Sonar @robot-sonar started a discussion on commit ed51683f about 18 hours ago

[3) logranks-visitranks/src/main/java/cz/seznam/robot/calc/visitranks/Main.java I

public class Main {

Test Deploy
public static void main(String(] args) {
16 - VisitRanksSettings settings = prepareSettings(args);
15 | + VisitRanksSettings settings = VisitRanksSettings.parseFromConf(args);
@ sonar DEV deploy 4 g - '
Pkt Robot Sonar @robot-sonar commented about 18 hours ago Developer

1. Remove this useless assignment to local variable "settings". i ﬁ Remove this unused "settings"

@ build local variable. i

» - Robot Sonar @robot-sonar started a discussion on commit ed51683f about 18 hours ago

r
q’::

Pkt Robot Sonar @robot-sonar started a discussion on commit ed51683f about 18 hours ago

[2) logranks-visitranks/src/main/java/cz/seznam/robot/calc/visitranks/precalc/model/VisitR: (-~ Robot Sonar @robot-sonar commented about 18 hours ago Developer
1 + package cz.seznam.robot.calc.visitranks.precalc.model; ¥ sonarQube analysis reported 15 issues
f + * 1 3 major
S| + .
. 5 minor
4
S . . g 7 info
5 + % XXX TODO create javadoc
6 + x/ Watch the comments in this conversation to review them.
7 + public class VisitRankInput {

5 extra issues
(.-~ Robot Sonar @robot-sonar commented about 18 hours ago

€

ﬁ Remove this empty class, write its code or make it an "interface".

mvn verify sonar:sonar -DskipTests -Dsonar.host.url=SSONAR URL -Dsonar.analysis.mode=preview
-Dsonar.gitlab.commit sha=$CI COMMIT SHA -Dsonar.gitlab.project id=$CI PROJECT ID -
Dsonar.gitlab.ref name=3CI COMMIT REF NAME

Note: The following issues were found on lines that were not modified in the commit. Because these issues can't be

comactad an Bna cccmccncte dlhai: cee ccceececefead baea.



Sonar je dobry sluha spatny pan

taky souhlasim, akorat se mi nechce ja celkové nesouhlasim s tim, aby mi program kontroloval “human readability”

opravovat kod po nékom jinym
jako to pravidlo dava smysl, ale Sonar asi nevidi uplné do completable futures

nemyslim si, ze tohle pravidlo ma tak hloubkovou analyzu, ze

se to nepouziva ani zvenci, preci jenom to je public,takze kdo
vi odkud to volas (i kdyz by to byl humus) , A
WSRedirectPath no tfuj &

takhle nema vypadat konstanta

kdyz si budes chtit hrat, udélej si profil
critical issue na vas

das mi admin prava, pliz?
to prvni rozhodné neni ani Javadoc ani “block of

To kontroluje, Ze vSichni piSou commented-out lines of code”,to je to na co tu nadavam

konzistentne
critical bych opravil, zbytek nech

a to je dulezity, sorry jako to vas neomlouva éunatkal
nema no, ale nejlepsi je,ze to vibec nepatfi k tomu Stve mé to. Je
merge requestu * nadava na "zakomentovanej kéd”, ktery neni kod ale komentar
* dozaduje se lambdy v misté, kde lambda moc jednoduse
udélat nejde
... aspon, Ze ty chyby nejsou kriticky @2 S

je mi to celkem jedno, ale chce to nastavit si code style, at' vSichni jedeme stejné



Kontakt

Babu Cervenkova
Fulltext robot

E-mail: barbora.cervenkova@firma.seznam.cz
Twitter: @SeznamBot

Odkazy:

SonarQube: https://www.sonarqube.org/ Swm ° Ca

sonar-gitlab-plugin: https://qitlab.talanlabs.com/gabriel-allaigre/sonar-qgitlab-plugin

Robot na Twitteru: https://twitter.com/seznambot
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